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1LHEE, TR, BT ZHNREEMEMEERRENEZESH TN WP HA]. SRz
(T 2%AR), 2016, 46(2):568-577. (EI)

W@ WM FHREXFFROLF R) Yol.ab No 2

2016 -3 H Journal of Jilin University ( Engineering and Technology Edition) Mar. 2016

BT B Y 5 4 22 0 HEAR T B
T W 25 % g 25 F mti L a9 0 H

MAF A

(HEREIAE FANEEEHLER .S RF 150080)

A ERHET-—RETZENIEZ RN AZCPDE) . FRARLAERBELL2E5LTA
i, SREHBHN NP ARBELE R TAHNSHEY, 2P AR FHBRS
R HFHEINLEA IR EHERLAOSHSI A EAREERASIHY, HEXTFTENMKZ
FEATAHHNHAKRTLERE,. BARLEN TR TN ENRENE, TULHRET
CPDER - HANNBEH A EEENMEEXT L5V FEMMB ST AT —ToHiED,
XA GTHVNEEREA:Es#H A Z 2l =80 HF B MELLA5HTM
hESES.TPIS XWAREER. A XFERE.1671-5497(2016)02-0568-10

DOI: 10, 13229/}, enki. jdxbgxb201602035

High dimensional differential evolutionary algorithm based on
cloud population for network security prediction

HU Guan-yvu, QIAQ Pei-li

( School of Computer Science and Technologys Harbin University of Science and Technology. Huarbin 150080, China)

Abstract: A novel differential evolutionary algorithm based on could population (CPDE) is proposed to
solve the network security situation prvdil'ii(m, The |:ru|m:¢ﬂ| concepts of cloud p()pulnliun and the
distribution chain promote the diversity of the population. In this algorithm. first. the intrusion
operator is employed 10 introduce the competition among the cloud populations. where the winners
will implant their distribution into other cloud individuals. Then. cooperative operator is used to
introduce the collaboration among the cloud individuals and perform the differential operation.
Finally. the accuracy of the algorithm is improved using the local search operator. Experiment results
show that the proposed CPDE is an efficient high-dimensional evolutionary algorithm and possesses
certain advantages in optimizing the prediction model of the network security.

Key words: computer application technology: differential evolutionary algorithm: cloud model: cloud

population: distribution chain: network security situation prediction
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Chaos covariance matrix adaptation evolution strategy optimization algorithm

HU Croan-vo. QIAQ Pei-l:
[ School of Computer Science and Technology. Harbin University of Science and Techaology. Harbin 150080, Ching!

Abstract; A Chaos Covartance Matrix Adaptation Evolution Strategy ( Chaos CMA ES) oprimization
algorithm is proposed, The Chaos-CMA-ES algorithm uses the chans operator to update the mean aof
the population on the basiz of the onginal CMA ES algorithm. Chaos UMA ES algerithm has good
globzl search capahbility by using the improved operation, The comparative experimental results verify
that the Chaos CMA FS algorithm has better optimization effect than other eptimization algerithms
for complex multimodal function, A case study of the network security situation prediction is
examined to demonstrate the ability and applicability of the Chacs CMA ES algorithm, The prediction
accureey 15 hipher than other methods,

Key words: artificial intelligence: optimization algorithm: covariance mairix adaptation evolurion

strategy{CMA-ES): chaos optimization: network security situation prediction
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CMA -ES Z7: 44k W 2% 22 4 75 34 T ) 4 1Y
7 o', MdEx, o F

3N SR AR AT EH R 130000)

- o o e e o ) O Mt B T e S o 3 2 1 g 2] M S PR g
kg CMA-ES) Sk (ki3 m AL meEM 5 ( RBF) Wi e & b ) 22 4, 46 {5 RBF FiN0E & AL &
EATAYF JhaE D . of Lt g 48 HH 5 dendt ) pe Rl ch o A {0 S ness e A CMAES {1k
B RBF 0455 HE 05 A 58 TRl S — ERER] (N i e 20 4o 5 00 4l |, T 0 &t i v T i s il -F B .

FEHA MEs BB CMA-ES {f{k505: RBF e an: e F- 9l #0

DOI: 10. 15938 /j. jhust. 2017. 02. 026

hE4r A TPI93.0 wEREEERE A s 1007- 2683 (2017)02-0140-05

A method for Network Security Situation Prediction
Based on CMA-RBF Model

YANG Ming', HU Guan-t’, LI Qian‘
(1. Apgplied Technology School. Changehun University of Technobogy + Changehun 1300080, China;
2. Scheol af Information Science and Technodogy. Hainan Nemal University . Haikeo 571158, China;
3. Information Technology Grougs. Clangelom. 11 High School. Changebum 130000, China)

Abstract: A method for network security situation prediction is proposed. where the covariance matrix
adaptation evolution strategy algorithm (CMA-ES) is used 1o optimize the parameters of the radial basis function
neural network forecasting model (RBF) . which makes the forecasting model have superior ability, and can quickly
find out the rules of the complex time senes. The simulations results show that the proposed method can accurately
predict the network security situation, and has better prediction accuracy than traditional prediction methods,

Keywords: network security situation prediction; covanance matrix adaptation evolution strategy algorithm ;
Radial basis function neural network ; time series prediction
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4. Guan-Yu Hu, Pei-Li Qiao*. Cloud Belief Rule Base Model for Network Security Situation
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Cloud Belief Rule Base Model for Network
Security Situation Prediction

Guan-Yu Hu,

Abstract—To predict nefwork security situations better using
expert knowledge and quantitative data, a new forecasting model
known as clond belief rule base (CERE) model is proposed. The
CBRE model utilizes the clond model to describe the referential
point of beliel rule, which is more accurate for describing
expert knowledge. Moreover, to achieve the optimal parameters
of the proposed model, a constraint covariance matrix adaptation
evolution strategy (CMA-ES) algorithm is presenfed in this
paper. A case study for network security situation prediction is
conducted with CBRE and CMA-ES., The experimental resulis
demonsirate the effectiveness and practicality of the proposed
CBRE maodel.

Index Termz—netwark security situation prediction, belief rule
base, evidential reasoning rule, cloud model, CMA-ES algorithm.
ETWORK security situations are quantified values that
Nc.:m be calculated using guantitative threat evaluation
method [1]. The prediction of network security situations that
can reflect the macro security state of a network [2] is an
important component of proactive security mechanisms.

To predict future security situations, a reasonable forecast-
ing model should be established. Currently. two types of
midels have been proposed: 1) analytical-based models. such
as Kalman predictor. strong tracking predictor [3]; 2) data-
driven models. such as neural network [4]. decision trees,
support vector machine (SVM) [3], Markov model [6]. fuzzy
inference model. Grey model [7], and some heuristic models.

In engineering practice. it is usually difficult to obtain the
analytical-based model of complex systems. Thus, data-driven
models are commonly used for predicting network security
situations.

However. several shortcomings exist in data-driven models,
including the following: 1) the accuracy is unsatisfied when
the sample size is small; 2) certain models cannot be applied
for online prediction because the training process s complex:
3) these models cannot use semi-gquantitative information that
includes both expert knowledge and quantitative data.

In engineering practice. a portion of quantitative data sets
usually are incomplete, and expert knowledge tends to be
furzy. To combine the two types of information. the Belief
Rule Base (ERB) inference methodology using the evidential
reasoning approach was proposed by Yang et al. [8]. The BRB
forecasting model was further proposed by Zhou et al. [9]. The

BRB model, which can effectively utilize semi-quantitative
information. has been used in many fields [10].
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To stremgthen the ability to describe expert knowledge
in BRB, a new BREB forecasting model called Cloud-BRE
(CBRB} is proposed in this paper. CBRB utilizes the cloud
model [11] to describe the referential point of belief rule,
which 1s more accurate and reasonable.

In BRB. the referential point of network security situations
is expressed by a quantitative value that cannot reflect the
actual information of expert knowledge. To solve this problem,
the referential point is comverted into a cloud model, where
randomness and fuzziness are both considered.

In addition. the proposed CBRE model deals well with
fuzzy uncertainty and probabilistic uncertainty. On the con-
trary. the traditional fuzzy model and the statistical model
are mainly used to address fuzzy uncertainty and probabilistic
uncertainty, respectively.

The initial parameters of the CBRB model are given by
experts and may not be precise. Therefore. an objective
function is established using the evidential reasoning (ER)
rule, and a constraint CMA-ES algorithm is further developed.

Finally, the CERE model and the constraint CMA-ES algo-
rithm are applied to network security situation prediction. The
experimental results show that compared with other models
and optimization algorithms, the CBRE model has better
ability in network secunity situation prediction.

The contributions of this paper can be summarized as
follows: 1) the belief rule is first used to establish the fore-
casting model of network security situation in which the semi-
quantitative information can be considered; 2) the onginal
BRB is improved in combination with the cloud model that
strengthens the ability for describing expert knowledge: 3) a
new constraint CMA-ES algorithm is designed to optimize the
parameters of the CBRB model.

The paper is organized as follows. In Section 2, the basic
medel is introduced. In Sections 3 and 4. the CERE model is
proposed. In Section 5. a case study is given.

II. Basic Coxcerrs
A Backgrownd

In the dats-driven models for network secunty situation
prediction. a large number of samples are needed. and expernt
knowledge and fuzzy information are not considerad.

The BEE model includes a series of belief rules and can
be established according to expert knowledge and historical
data. The cloud model is an uncertain transition mode]l where
the randomness and the fuzziness of the objective world
are taken inte account. The cloud model can better express
the referential point of a belief rule. The combination of
both models effectively utilizes all types of information and
establishes the forecasting model for security situations.

wnes-7798 (¢} 2005 IEEE. Personal use is permitted, but repoblcaiiondredistribubion requires [EEE permisuon. Sz hitp! rwww.leee cag/publications_standards/publicationsirightsimdes htm| for more mformaton



5. Guan-Yu Hu, Zhi-Jie Zhou*, Bang-Cheng Zhang*, Xiao-Jing Yin, Zhi Gao, and Zhi-Guo
Zhou. A method for predicting the network security situation based on hidden BRB model
and revised CMA-ES algorithm, Applied Soft Computing, 2016, (SCI, £miXF: 3.907)

Applied Soft Computing 48 (2016} 404-418

journal hemepage: www.elsevier.com/locatel/asoc

Contents lists available at ScienceDirect

Applied Soft Computing

A method for predicting the network security situation based on
hidden BRB model and revised CMA-ES algorithm

Guan-Yu Hu?, Zhi-Jie Zhou"*, Bang-Cheng Zhang**, Xiao-Jing Yin°®, Zhi Gao?,

Zhi-Guo Zhou !

4 School of Software, Changohiun University of Techmology, Changchan, filin 130012, PR Ching

k High-Tech Institute of Xi'an, Xi'an, Fhaenxi 710025, PR Ching

= Echoal of Mechatronic Engineering, Changchun Universiny of Technology, Changohon, Jilin 130012, PR Ching

4 Department of Radiation Oncology, The University of Texas Southwestern Medical Center, Dallas, TX 75235, USA

ARTICLE INFO

Article history.

Received 28 December 2014
Received in revised form 1 April 2016
Accepted 28 May 2016

Awailable anline 20 June 2016

Keywwaords:

Nertwork security situation prediction
Hidden behavior

Belief rule base [ BRE)

Covariance matrix adaption evelution
strategy [CMA-ES)

Maoditied operator

ABSTRACT

It is important to establish the forecasting model of the network security situation. But the network
security situation cannot be observed directly and can only be measured by other observable data. In
this paper the network security situation is considered as a hidden behavior. In order to predict the
hidden behavior, some methods have been proposed. However. these methods cannot use the hybrid
information that includes qualitative knowledge and quantitative data. As such, a forecasting model of
network security situation is proposed on the basis of the hidden belief rule base (BRE) model when the
inputs are multidimensional. The initial parameters of the hidden BRB model given by experts may be
subjective and inaccurate. In order to train the parameters, a revised covariance matrix adaption evolution
strategy [CMA-ES) algorithm is further developed by adding a modified operator. The revised CMA-ES
algorithm can optimize the parameters of the hidden BRE model effectively. The case study shows that
compared with other methods, the proposed hidden BRE model and the revised CMA-ES algorithm can
predict the network security situation effectively to improve the forecasting precision by making full use

of qualitative knowledge.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Network security situation can reflect the network status [1].
and it is the important information of the active defense in the
network. In order to determine the network status and make the
accurate decision, it is necessary to predict the network security
situation. There are two characteristics when the network security
situation is predicted. Firstly, the network security situation can-
not be observed directly and only be measured by other observable
data such as attack type and attack strength. In other words. the
network security situation can be considered a hidden behavior.
Secondly, the available information includes qualitative knowledge
and quantitative data when the network security situation is pre-
dicted.

In order to establish the forecasting model of the network
security situation, three types of methods that include analytical
model-based method, data-driven based method, and qualitative

* Corresponding authors.
E-mail addresses: thourhijie I9TE@ 163 .com, thouzj04@mailstsinghuaeducn
(Z-]. Thou), hangbang

cheng@Pmatlecul.edu.cn {B.-C. Zhang).
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knowledge based method have been proposed. In the analytical
model-based method, some predictors are firstly developed from
the corresponding filters that include Kalman filter |2]. strong
tracking filter [3], particle filter [4] and so on. Then these pre-
dictors and the observable data are used to predict the hidden
behavior. In the data-driven based method. the observable data
and the corresponding methods are used directly to establish the
forecasting model the characteristic value that can reflect the hid-
den behavior. The data-driven method includes hidden Markov
model (HMM) based method |5-8). grey theory based method
9], dynamic Bayesian network (DEN) based method [10,11], and
Wavelet neural network {WHNN) based method [12]. The qualita-
tive knowledege based method that includes expert system based
muodel | 13], Petri net based model | 14] and so on can be adopted to
establish the forecasting model of the hidden behavior.

However, the limitations are existed in the above methods. The
analytical model-based method is not suitable when the analytical
muodel of a complex system cannot be established. The qualitative
knowledge based method mainly uses the qualitative knowledge
and the forecasting results may be inaccurate. In the HMM based
method, the probability of observation only depends on the current
state of the system. The grey method can only reflect the trend of the
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Network Intrusion Detection Based on

Directed Acyclic Graph and Belief Rule Base

Bang-Cheng Zhang, Guan-Yu Hu, Zhi-Jie Zhou, ¥ou-Min Zhang, Pei-Li Qiac, and Lei-Lei Chang

Intrusion detection is very important for network
situation awareness. While a few methods have been
proposed to detect network intrusion, they cannot
directly and effectively utilize semi-gquantitative
information consisting of expert knowledge and
quantitative data. Hence, this paper proposes a new
detection model based on a directed acyclic graph
{DAG) and a belief rule base (ERB). In the proposed
model, called DAG-BRB, the DAG is employed to
construct a multi-layered BRE model that can avoid
explosion of combinations of rule number because of a
large number of types of intrusion. Te obtain the
optimal parameters of the DAG-BRE model, an
improved constraint covariance matrix adaption
evolution strategy (CMA-ES) is developed that can
effectively solve the constraint problem in the BRB. A
case study was used to test the efficiency of the
proposed DAG-BRB. The results showed that
compared with other detection models, the DAG-BRB
muodel has a higher detection rate and can be used in
real networks.
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. Introduction

Wetwork intrusion detection is a critical problem in
network situation awareness [1] because different attacks
pose different threats to networks. Network intrusion
detection is a complex multi-classification problem used to
identify attacks on a network, and it is a key factor for
assessing the state of network security. Currently available
methods for network intrusion detection can be divided
into two types. The first consists of direct methods such as
the neural network-based model [2]-[4], the suppon
vector machine (SVH)-based model, and belief-based
pattern classification models [5]-[7]. The second type of
network  intrusion  detection  metheds  consists  of
combination methods, such as the one-against-one SVM
[8] the one-against-all WM [8], and the DAG-SVM [9].

As a popular direct method, the back propagation (BF)
neural network uses the pnnciple of empinical nsk
minimization to detect network intrusion [10]. However,
the BP neural network is a black box model, which makes
it difficult to integrate human expert knowledge into its
leamning process. Moreover, the number of parameters and
the training time of the BP neural network increase with
the number of dimensions of data. and its detection
accuracy declines as the complexity of the problem grows.
The SWM model is a mainstream detection model that can
use the structural risk minimization principle for network
intrusion detection. Because an SWM can only distinguish
two types of network attacks, combinatorial 3VMs have
been proposed, such as the DAG-SVM, which contains
SWMs combined by using the DAG structure [11].

PISSM: 1225-6463, elESM: 2233-T126
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A Model for Hidden Behavior Prediction of Complex Systems
Based on Belief Rule Base and Power Set

Zhi-lie Zhou, Guan-Yu Hu, Bang-Cheng Zhang, Chang-Hua Hu, Zhi-Guo Zhou, and Pei-Li Qiao

Abstract—It is important to predict the hidden behavior of a complex
system. In the existing models for predicting the hidden behavior. the
hidden belief rule base (HBRE) is an effective model which can use
qualitative knowledge and quantitative data. However, the frame of
discernment (Fol}) of HBRE which is composed of some states or propo-
sitions and the universal set including all states or propesitions is not
complete. The global ignorance and local ipnorance cannol be considered
at the same time. which may lead to the inaccurate forecasting results,
To solve the problems, a new HBERB model named as PHERE in which
the hidden behavior is described on the Fol of the power set is proposed
in this correspondence paper. Furthermore, by using the evidential rea-
soning rule as the inference tool of PHERB. a new projection covariance
matrix adaption evolution strategy is developed to optimize the parame-
ters of PHERE so that more accurate prediction results can be obtained.
A case study of network security situation prediction is conducted to
demonstrate the effectiveness of the newly proposed method.

Inder Terms—Belief rule base (BRB), covarlance matrix adap-
tion evolution strategy (CMA-ES), evidential reasoning (ER) rule,
hidden behavior prediction, power set.

I. INTRODUCTION

It is important to predict the hidden behavior of a complex system
in the engineering practice. For example. the network security situa-
tien is a hidden behavior which can reflect the network running state
in the network system. It may be predicted by using the observable
network attack data and corresponding methods.

A new hidden belief rule bose (FHBEE) forecasting model with
power set is proposed in this correspondence paper, where the power
set is used as the frame of discernment (FoD) to describe the hidden
behavior. and the evidential reasoning (ER) rule is utilized as the
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inference engine. PHERE mode] can deal with both global ignorance
and local ignorance and conduct inference in a realistic vet rigorous
Bayesian rule.

Moreover. a constraint optimization algorithm named as projection
covariance matrix adaption evolution strategy (P-CMA-ES) algorithm
is developed to optimize the parameters of the PHBERB forecasting
model =0 that the hidden behavior can be predicted accurately. The
P-CMA-ES algorithm can solve the constraint problems by adding
projection operation. A case study of the network security situation
prediction in a network platform system is carried out to demonstrate
the practicability and the effectiveness of the proposed method.

The remainder of this correspondence paper is organized as fol-
lows. In Section IL literature review and analysis is carried out. In
Section III. the basics of the hidden belief rule base (HERB) are
reviewed. A new PHBRB forecasting model is proposed and the
problem of the hidden behavior prediction is formulated in Section IV
A method for hidden behavior prediction based on the PHBRE model
and P-CMA-ES algorithm is developed in Section V. Section VI gives
a case study of the network security sitwation. This cormespondence
paper is concluded in Section VIL

II. LITERATURE REVIEW

Currently, three types of methods have been proposed to predict the
hidden behavior. The first type is the analytical model-based meth-
ods that include Kalman predictor [1], strong tracking predictor [2].
etc. The second one is the qualitative knowledge-based meth-
ods that include expert system-based model [3]. Petri net-hased
model [4], etc. The last one is the hybrid information-based methods
that include hidden Markov model (HMM) [5]. dynamic Bayesian
network [6]. etc.

Although the above forecasting methods have been wsed in many
fields, thev all have some shoncomings. Analytical model-based
methods mainly wse the quantitative data to establish the mathe-
matical model of a complex svstem. which is difficult to obtain in
some cases, and the qualitative knowledge is not effectively used.
On the contrary. qualitative knowledge-based methods lack effec-
tive utilization of quantitative data. which may lead to inaccurate
forecasting results. Hybrid information-based methods can wse both
quantitative data and qualitative knowledge. but each of them can only
deal with single uncertain information which belongs to probabilistic
uncertainty or fuzzy uncertainty.

To solve the above problems. the HBRE model which can effec-
tively use the hvbrid information and which can deal with hoth
probabilistic uncertainty and fuzzy uncertazinty was proposed by
Zhou er all [7]. HBRB has been applied inte practice with excellent
results.

However. the global ignorance and local ignorance cannot be
considered at the same time in HBRB. For example. the FoD of
the network security sitwation can be expressed as FoDyss =
[{good). jcommon). (bad}). In most cases, the system behavior may
not be accurately described on FoDyweg. For example. if the state of
the security situation at current time instant is bad. the probability of
bad state at next time instant may be reduced with great probability.
because the attack behavior of hacker has some periodicity and the
defense system may be triggered after attack. Thus. the bad situation

68-2216 © 2017 [EEE. Personal use is pcrm'!ttl:d. buit rcpuhlicatiun.‘rcdislributinn rcq_uirr:.l. IEEE pcrmis;i:m.
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To predict the security state of cloud computing systems, a belief nle base (ERB) a55€55-
ment model based on the impact of external and internal environments is proposed in this
paper. The proposed BRE-based model includes two BRBs denoted as BRE_1 and BRE_2. BRE_1
iz used to capture the relationship between the impact of external environment and the
hidden behavior. BRB_2 is employed to construct the assessment model of hidden behav-
ior with the impact of the internal environment as the observable data. The impact of the
internal environment on the security state of a cloud computing system can be obtained
by evidential reasoning (ER) rule with multiple indicators. Moreover, in the proposed BRE
maodel, there are a few parameters whose initial values are usually provided by experts; these
are not lkely to be accurate and can result in inaccurate assessment Therefore, an optimal
algorithm for training the parameters of the assessment model is further proposed on the
basis of the maximum likelihood (ML) algorithm. A case study of the security-state assess-
ment of a cloud computing platform, wherein external attack and internal system events
are used as the impact of the environment, is examined to demonstrate the potential ap-
plications of the proposed model

& 2017 Elsevier Ltd. All rights reserved.

1. Introduction

opment of cloud computing technology, security-state
assessment which can provide a reliable and stable cloud-
resource environment, has become increasingly critical (Al

It is critical to establish the security-state assessment models
of complex systems (Albakri et al, 2014; Wu et al, 2016;
Zhao et al., 2016), such as cloud computing. With the devel-

* Corresponding author.
E-muail address: gisopl@hrbustedu.cn (P. Qiao).
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et al, 2015 Skorupski and Uchroniski, 2015). In a cloud
computing platform, the cloud resources are shared by differ-
ent users, and it is likely that information belonging to
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: ABSTRACT Considering the reliability of the cloud computing system, this paper aims to predict the
security state with multiple large-scale attributes in cloud computing system. A double-layer method for
predicting the security state of cloud computing system based on the belief rule-base model is proposed,
where the evidential reasoning (ER) algorithm is employed to fuse the multiple system indicators of actual
cloud system and make a reasonable assessment to describe the cloud securnty state. This methoed can utilize
guantitative and qualitative information simultaneously. By using the ER algorithm to integrate multiple
indicators whose attributes contain much uncertain information, the security state of the cloud computing
system can be predicted accurately. Moreover, due to the initial parameters of the proposed models are
given by experts that might cause imprecise results, the constraint CMA-ES algorithm is employed as the
optimization tool to obtain the optimal parameters. A practical study about the cloud security-state prediction
is verified to indicate the potential applications about the proposed prediction model in a cloud computing
platform.

‘ INDEX TERMS Belief rule base (BRB), cloud computing, multi-attributes integration, security-state
prediction.

I. INTRODUCTION

Cloud computing as the interact-based network. provides
a convenient service for users to access their resources.
The cloud platform has huge capability in computing and
management. It can distribute computing resources in real
time to satisty the user’s various requirements. The wide
applications of cloud computing have been recognized by
the IT industry. and become a new generation of Internet
services.

Currently, the surveys posted by the Cloud Security
Alliance (CS5A) and Institute of Electrical and Electronics
Engineers {IEEE) indicate that most internet organization and
company are eager to use cloud computing technology for
producing. However, the attention of the security of cloud
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environment is much higher than the actual scale expansion
of cloud system. Cloud computing can be regarded as a
complex system, while its complex structures and compo-
nents aggravate the impact of the reliability and security
risk of the cloud system. It is not only faced with the
security problems of hardware and software in traditional
information system. but encountered other kinds of service
quality problems, such as response quality and performance
quality [1]. Therefore, the cloud security state is the signif-
icant security information to ensure system reliability [2],
where it can fully reflect the security state of the cloud
environment. It is important for providers to establish
the completed active security monitoring system [3], [4],
such as SLA-based monitoring services [5] and QoS-based
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ABSTRACT In the technology of wireless sensor network (WSN), wireless sensor fault diagnosis based on
fusion data analysis has attracted attention in the wireless sensor field. It can detect and correct the faults of
sensor nodes in time to improve the accuracy of sensor data fusion. In this paper, the data characteristics of
WSN are analyzed. and a method is proposed for fault diagnosis of WSN based on a belief rule base (BRB)
model. First, the sensor fault diagnosis process is described based on the characteristics of a wireless sensor
in W3N. Then, the characteristics of sensors are analyzed from the aspects of time, space, and attributes.
Finally, a fault diagnosis model is proposed based on the hierarchical BRB model. To make the results
more accurate, a covariance matrix adaptation evolution strategy algorithm is used to optimize the initial
parameters of the proposed model. A case study using the Intel lab data set of sensors is designed to verify
the effectiveness of the proposed model. The results show that the proposed methed is effective in fault
diagnosis of WSN.

INDEX TERMS Wireless sensor network (WSN), fault diagnosis, belief rule base (BRB). covariance matrix

adaptation evolution strategy {CMA-ES) algorithm.

I. INTRODUCTION

As a new information acquisition and processing technology.
wireless sensor network (WSN) has been widely used in mil-
itary, environmental monitoring. intelligent home. complex
mechanical control, urban transportation and space explo-
ration. In a complex environment. WSN technology has
unparalleled advantages compared with other information
access techniques [1]. A typical WSN generally consists of
sensors, wireless transmission channels. sink nodes and an
information processing center. The information processing
center can receive all kinds of data collected by various sensor
nodes in the WSN, such as temperature, humidity, sound.
light and position [2], [3]. In W SN, different abnormal values
represent different fault types, which affect the accuracy of
data fusion.

Therefore, it is crucial to research fault diagnosis methods
for data streams in WSN that can detect and correct the fault
node of the sensor in time to guarantee the accuracy of data
fusion [4].

The aspects of W5SN faults can be discussed below [5]:

1) Network-level faults cause unreadable data in the fault
area. Network-level faults consist of connection failure. chan-
nel congestion. asynchronous clocks, illegal intrusion and
address bias.

2)Hardware-level faults are common when the hardware of
a sensor is damaged. Hardware damage generally appears in
a power supply. memory. processor. wireless communication.
etc.. which causes the performance of the damaged sensor to
completely fail so that sensor readings cannot be obtained.

31 Software-level faults occur due to the degradation of
a sensor, which produces abnormal values. Software-level
faults consist of drift, precision decline. fixed bias and com-
plete faults.

The data collected in the data processing center will con-
tain the abnormal values generated by a sensor fault. Based
on the characteristics of abnormal values, the four types of
sensor faults [6] are shown in Fig. 1.

1) Drift fault means that the measured values and the
true values of the sensor vary gradually with time, as shown
in Fig. l(a).
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Wwith the wide applications of wireless sensor network (WSN), its reliability evaluation has been artracted more
attention. The reliability of a WSN is affected mainly by internal and external facrors, which include internal
faulis and external amacks. In this paper, a reliability evaluation method based on a hierarchical belief rule bage
{BRE) method is propoged for the reliability evaluation of the WSMN. First, the factors affecting the reliability of a
WEN are analysed. and the reliability evaluation process that considers the WSN fault evaluarion and WSN
security evaluation is described. Second, the reliability evaluation model iz constriseted based on the hierarchical
BEE model. The qualitative knowledge is used by the BRE model to build initial belief rules, and the quantitative
data are uwsed (o optimize the inital parameters of the BRB maodel, which can utilize various types of uncerainty
information efectively. Therefore, the proposed method can be applied 1o the WSN reliability evaluation, which
is a complex and uncertain problem. Finally, a simulation case study and an asctual case study of wellhead
bBlowour mosdtoring are condoeted to verify the effectiveness of the proposed method. The reliability resulis of
actial WEN are obrained by the standard testing method, where the loss and accuracy rates of the colleeted data
are treated as the observation factors for obtaining the actual reliability values. The estimated resulis of hier-
archical BRE model are very close to the actual reliability values, which shows that the proposed method can be
used for evaluating the reliability of the actual WSN aceurately.

1. Introduction

As an important technology of the Internet of things, the wireless
sensor network (WSN) has been widely applied [1] in many fields. The
WS5M iz composed of numerous sensor nodes. The environmental data
are detected by the sensor nodes with different functions such as tem-
perature, humidity, pressure and light intensity. The WSN is a data-
centric network. The core issue of WSN is how to measure the reliability
and to ensure the accuracy of the collected data from the detection area.
However, there are numerous of factors that can affect the reliability in
the W5N, and these factors can be described as follows:

1) The computing power and storage capacity of the sensor nodes are
limited. Too much data processing can lead to the overflow of node
data.

2) The energy supply of the sensor nodes is limited, and the energy
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supply is not renewable. Excessive energy consumption will lead to
the abnormal work of node hardware, which will affect the accuracy
of data collection and data transmission.

3) The system structure of the sensor node is simple. When complex
problems are processed by the system, software failures occur easily.

4) The WSN wireless communication bandwidth is marrow. The pro-
blem of large packet loss occurs when too many pieces of data are
transmitted.

5) The W5SN iz more vulnerable to attack because of the special com-
munication methods and protocols of the sensor nodes.

&) Sensor nodes are usually placed in a harsh environment, so the
nodes always break down.

71 The WSHN iz vulnerable to external network attacks because the data
is transmitted by the public netwaork between users and the WEN.

Thus, the reliability of the WS5N is dynamically variable under the
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ABSTRACT The health of a complex electromechanical system is dynamic and is accompanied by a full
life cyele. Due to the complexity and coupling of complex electromechanical systems, the establishment of
a dynamic and accurate model for the health state is difficult. A belief rule base (BRB) shows outstanding
performance in modeling complex systems because it can combine both quantitative information and expert
knowledge. In this paper, a double-layer BEB model is proposed to predict the health state of a complex
electromechanical system. The two layers achieve different functions: BRB layer] is used to establish the
dynamic change of the time series of features, BRB layer? is employed to combine the features for
predicting the health state of the complex electromechanical system. During this process, the infinite
irrelevance method is utilized for feature selection in reducing the scale of the BRB model. Considering the
initial parameters are given by experts, which may have boundedness and may not be appropriate for
engineering practice, the projection covariance matrix adaption evolution strategy (P-CMA-ES) is chosen
as the optimization algorithm to train the initial parameters. To verify the rationality and effectiveness of
the proposed model. the low-frequency vibration fault of a certain aero-engine is taken as an example. The
results show that the proposed method can predict the health state of a complex electromechanical system
precisely according to current and historical data.

INDEX TERMS Belief rule base (BRE). complex electromechanical system, double layer BRE, health
prognostics, projection covariance matrix adaption evolution strategy (P-CMA-ES).

. INTRODUCTION The methods of health prognostics for complex
Complex electromechanical systems are integrated systems electromechanical systems can be divided into three
whose features consist of the mechanics, electronics, categories:  analytical-based models, data-driven-based

hydraulics and controls, such as those found in aero-engines,
rail vehicles and CNC machine tools. They play an important
role in national development. The health of a complex
electromechanical system is necessary to be predicted
because it is also regarded as a dominant basis for safety,
reliability and economy [l1]. [2]. A reasonable health
prognostic can achieve optimum maintenance decision-
making and effectively reduce the casualties and economic
losses caused by system failure [3]. [4].

intelligent learning models, and qualitative knowledge-based
models [5]-[7]. In a complex system with an accurate
mathematical model, the analytical-based model has been
widely used, such as Kalman Filter and improved Kalman
Filter [8]. [9]. However, the results of these methods are less
accurate because they depend on the modeling of the analytic
model for complex electromechanical systems. and the
establishment of the analytic model is very difficult
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A new belief rule base model with attribute

reliability

Zhichao Feng, Zhijie Zhou, Changhua Hu, Leilei Chang, Guanyu Hu, Fujun Zhao

_Abstract—In current studies of the belief rule base (BRE)
maodel, the attributes are assumed to be fully reliable and
the observation data are directly used as input. However, In
engineering practice. the observation data may be affected
by some disturbance factors Including the quality of the
sensors and noise In the environment. Then the rellability
of observation data may be affected and the modeling
accuracy of BREB Is influenced. As such, a new BRE model
with attribute reliability (BREB-r) Is proposed in this paper.
In particular, a caleulation method of attribute reliability is
given based on the statistical method. Moreover, to
Integrate the attribute rellability into BRB-r, a new
calculation method of matching degree is developed. The
model’s overall rellability denotes its ability to provide the
correct result, and when the atiributes are unreliable, the
overall rellabllity of BRB-r Is degraded. Thus, a calculation
method for the overall rellabllity of BRB-r Is developed to
support decision making In engineering practice. A case
study of the safety assessment of diesel engine is conducted
to demonstrate the efficiency of the proposed BRB-r model.

Index Terms—bellef rule base, attribute reliability, diesel engine,
safety assessment

I. INTRODUCTION

To integrate quantitative data and qualitative knowledge
effectively when the models of complex systems are
established, the belief rule base (BRB) model was proposed by
Yang et al., which was developed based on the Dempster rule
and traditional IF-THEN rules [1]. The BRB model can address
the observation data that contain vagueness, incompleteness or
uncertainty [2]. Due to the excellent performance of BRB, it
has been used in many fields, such as production planning.
medicine decision and safety assessment [3], [4], [5].
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The BRB model is an expert system used to support decision
making. In current studies of BRB, the attributes are assumed to
be fully reliable and no noise should exist in the model inputs
[6]. [7]- However, when the observation data are gathered from
engineering practice, the data may be affected by some
disturbance factors that introduce noise into the observation
data, and the modeling accuracy of BRB is degraded. The
disturbance factors can be divided into two categories. which
include the sensors” quality and the noise in environment. First,
when the sensors work long hours, their tracing ability may
decrease limited by their quality. and the system characteristics
cannot be traced accurately. Second, in an actual working
environment, errors may be introduced into the observation
data through environmental noise, and the observation data
may fluctuate irregularly. The two disturbance factors are
determined by the system and working environment,
respectively. Influenced by these disturbance factors, the
observation data may contain errors, and its value may fluctuate,
which cannot represent the correct system information. In other
words, the signal-to-noise ratio of observation data decreases.
Thus, the observation data affected by the disturbance factors
may not be fully reliable. However, the unreliability of
observation data is not considered in current BRB models.
When the unreliable observation data are directly used as the
input of BRB, the reliability of the attribute is not equal to one,
and the modeling accuracy of BRB may be affected.

To address the unreliable observation data gathered from
engineering practice, a BRB model with attribute reliability
(BRB-r) is developed in this paper. In BRB-r, the attribute
reliability reflects the attribute ability for representing correct
system information, and is an inherent characteristic of attribute
that should be obtained from the observation data.

In current BRE models, the attribute weight has been
employed to represent the relative importance of the attribute.
Compared with attribute reliability, the attribute weight denotes
the subjective aspect of the attribute that is determined by the
experts and modified by the optimization model [5], [8]. [9]. In
engineering practice, there i1s a distinct difference between
attribute weight and attribute reliability. For example, in the
evaluation system of students in China, the Chinese course is
more important than the history course, and its weight is higher
than that of the history course. If a student cheats in a Chinese
exam, his Chinese exam result is unreliable and its reliability is
lower than that of the history exam result. Even if the student’s
Chinese exam result has a lower reliability, its weight is still
higher than that of the history exam result. Moreover, the
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ABSTRACT With the growing demand for high safety in industrial system, fault diagnosis has attracted
more and more attention. Currently, belief rule base (BRB) has shown an excellent performance in modeling
complex system. where the expert knowledge is used effectively. Existing BRB models are assumed that
the inputs of the attributes are independent and the attribute correlation is not taken into account. However,
in some engineering system, there is an obvious correlation among these attributes. The correlated attributes
may produce redundant information which limits the abilities of attributes to express the accurate information
of system. In this paper, a new BRB model with considering attribute correlation {(BRB-c) is proposed.
Moreover. a decoupling matrix is introduced to eliminate the redundant information from the attributes. The
initial parameters of the decoupling matrix are given according to the expert knowledge. And then, when the
inputs of the attributes are available. the parameters in the decoupling matrix are trained by an optimization
model. The projection covariance matrix adaption evolution strategy is chosen as an optimization algorithm.
A practical case study about fault diagnosis of oil pipeline is conducted and the results show that the BRB-c
model can diagnose the leak size and leak time of oil pipeline accurately, which can demonstrate that the
proposed model can be widely applied in engineering for fault diagnosis.

* INDEX TERMS Belief rule base (BRB), attribute correlation. decoupling matrix, fault diagnosis.

I. INTRODUCTION
For a complex engineering system, it becomes more and
more important to diagnose the fault accurately in order

information adequately and its result has shown excellent
performance in modeling engineering system [2]-[4].
[24], [27]. It can be regarded as an expert system and

to avoid damage and loss to the environment and compa-
mies [17], [18]. [200-[22]. However, it is difficult to gather
a complete set of observation data in engineering prac-
tice [30]. [31]. For example, the gvroscope is an equipment
which has direct connection with the safety of rocket. In the
fanlt diagnosis for the rocket control system, the state of
the gyroscope is necessary to be obtained. However, due to
the high price of the gyroscope, many experiments cannot be
conducted and a large amount of observation data cannot be
gathered. Therefore, the expert knowledge needs to be intro-
duced into the modeling process. The belief rule base (BRB)
model can integrate the expert knowledge and guantitative

has been widely applied in engineering practice, e.g..
Zhao et al. [30] built a model for online failure prognosis
based on belief rule base, Li et al. [12] developed a safety
assessment model for complex system based on the belief rule
base and Zhang et al. [29] used the fuzzy rule-based eviden-
tial reasoning approach in the navigational risk assessment.
However, these models all assumed that the input attributes
are independent.

In engineering practice. an attribute represents one of the
aspects of system information which has physical signifi-
cance, and the system information is represented by all the
attributes corporately. So in an engineering system, there may
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Abstract: In engineering practice, fault detection for complex system is becoming more and more difficult, because
enough quantitative observation data can not be obtained. Hence, it is necessary to combine the experts” knowledge and

historical data. Belief mule based expert systems have shown excellent performance in modeling complicaied
relationships with different tvpes of information. However, in current studies. the attribute weights in belief rule base
{BRE} are usually determined by experts or system designers. When the engineering environment changes, the attnbute
weights can not be updated online and this will lose some environment information. In order to solve this problem, this
paper aims to propose a BRB madel with online updating attribute weight. For the caleulation method, the coefficient of
variation- based weighting {CVBW) method has been used to calculate the attnibute weight and when the new input data
are available, the attribute weight can be updated online. A case study for pipeline leak detection has been studied 1o
validate the efficiency of the online updating attribute weight and the experiment has shown that BRB with online
updating attnbute weight can estimate the leak size and time of pipeline accurately.

Key Words: fault detection; belief rule base; atinbute weight; pipeline leak detection

1  INTRODUCTION

Nowadays, people are paying close attention to the safety of
complex system. In order to avoid damage caused by system
fault in engineering practice, it is necessary to detect the
state of system real time [1]-[2]. [4]. In current studies, the
fault detection method can be classified into two categories:
external and internal methods [1]. [7]. [11]. The external
methods detect the fault by looking for signs of system, such
as the visual inspection in pipeline leak detection. The
internal methods can detect the fault by analyzing the
observation data or parameters of system. such as method
based on the Liapunov stability to detect the leak of pipeline
[1]. For the two methods, the external method can detect the
fault of system directly while in some engineering practice,
there are not encugh conditions to accomplish. So the
internal methods are wsed wsually and belief rule base
{BRB) is one of a wseful way to detect the fault from
observation data even it is quantitative or qualitative data
[6]. [10].

In BRB. the attribute is used to reflect the state of the system
and the attribute weight is used to reflect the relative
importance of the attribute [12]. When the engineering

This work is supported by NSFC under Grant 61370031 and 61374138,
Postdoctoral Science Foundation of China under Grant 2015M5 70847 and
2016TH938, the Katural Science Foundation of Shaanxi Province under
Grant 2015IM6354, and the Natural Science Foundation of Hainan
Province under Grant 617120,
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environment changes, some attributes may contain more
information and need to assign higher weight. Therefore, the
attribute weights need to be changed online along with the
environment. However. in current studies. the attribute
weight is usually determined by the experts or system
designers and not changed in the whole process [10],
[12]-[13]. In this paper, in order to reflect the environment
information and increase the accuracy of fault detection, a
BREB model with online updating attribute weight has been
proposed. For the calculation method of attribute weight,
the entropy has been used and when the new inpuis are
available. the attribute weight will be updated [3].

The paper is organized as follows: In Section 2, the problem
is formulated. Section 3 introduces the calculation method
of the attribute weight and after that, a BRB model with
online updating attribute weight has been proposed. In
Section 4, pipeline leak detection is presented to illustrate
the effect of the proposed model for oil pipeline leak
detection. The paper is concluded in Section 5.

2 Problem formulation
The kth rule of BRE can be shown as follows [l0],
[12]-[13]:
R:Ifx ix\.-!:E AX, is.-i; ALK is.-i_f,
Then{{ﬂl',lﬁ:.k }""T{D.'d"tﬁkl.k ]}

With attribute weight wi W, .....W,

(1)
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Abstract—Beliel rule base was widely studied as a common
expert system. However, doe to the uncertainty of expert
knowledge, the constructed rules cannot represent the
relationship between model inputs and outputs accurately in a
complex system. In this paper, a BRB model based on fault
tree analysis is proposed. A case study in relay shows that it
has a good performance in fault diagnosis.
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L INTRODUCTION

Belief rule base (BRB) was widely studied in various
fields, such as the pipeling leak detection [1], the clinical
inference in CDSS [2] and so on [3][3]. However, in
existing studies, the important components of BRB have
been given by experts directly. This process is not precise
with only expert knowledge. In this paper, a BRB model
based on fault tree analysis is proposed.

The remainder of this paper is organized as follows: In
Section 11, the problem of the BRB is discussed. In Section
111, the BRB model based on fault tree analysis is proposed.
In Section IV, a case study is presented and concluded in
Section V.

II. PROBLEM FORMULATION

In BRB, the belief rule is used to capture the relationship
between model inputs and model outputs. In current studies
of BRB model, the belief rules are constructed based on
expert knowledge [6]. However, due 1o the uncertainty of
expert knowledge, the constructed rules cannot represent the
relationship between model inputs and cutputs accurately in
a complex system. Then, the modeling accuracy of BRB may
be affected.

Mechamism analvsis is an efficient method in engineering
practice to make complex systems clear [7]. The fault tree
analysis is just right a typical mechanism analysis which is
well received by industry department. It is an important
accident analysis method using the graphical deduction
method, which can construct the relationship between the
cause and phenomencn of the fault accurately. Hence, a
construction method of belief rule based on fault tree
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analysis is proposed. 5o, the challenge for this construction
method is how to obtain the belief rule by fault tree analysis
of complex systems.

IIl. THE BRB MODEL BASED ON FAULT TREE ANALYSIS

In this section, a belief rule based on fault tree analysis
is proposed, which can enhance the modeling capabilities of
the primary BRB to solve problem in complex systems.

A. Construction of the BRE based on fawlt tree analvsis

In fault tree analysis methed, events and logic gates are
the basic elements to construct the fault tree [3]. A simple
example for the fault tree is shown in Fig. 1. X7 and X2 are
the basic events which cause the result D with the logical
relationship of “AND™ or “OR".

The Bayesian network can express the causal
relationship between random wvariables and variables by
means of directed acyelic graph [9]. In Fig.l, the logical
relationship of fault tree is translated to the Bayesian
network. basic events and intermediate events in fault tree
correspond to the parent nodes in the Bavesian, and the top
event correspond to the child nede. The logical relationship
of “AND” gate and “OR™ gate are described by conditional
probability.

M=l N=141=
=] elsgp=1t
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Fig. 1 The relationship between fault tree and Bayesian

network

In engineering practice, the basic event and top event,
which deseribe the specific content of fault, usually have
different states. Suppose the basic events X7 and X2 have

M| and M, states expressed as Ay = {4, ;... 4, |
and A, = {4, Ay, A, | while the wp event 2 has &
states expressed as {0, 0. ... D, } . This is similar for

the parent node and child node in Bavesian networks [10],
which can be shown as:
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Abstract: In order to diagnose node faults in Wireless Sensor Network (WSN), a new fault diagnosis method based
on wavelet packet and belief rule base (BRB) is proposed in this paper. Firstly, based on the data set of wireless
sensors, the experimental samples of WSN nodes under various typical fault conditions are established through fault
simulation; secondly. the energy of each frequency band of the samples is calculated by using three-layer wavelet
packet decomposition, and the feature vector of WSN nodes fault diagnosis is constructed by the ratio of energy of
each frequency band in normal operation; finally, the fault diagnosis method of WSN nodes is proposed by using
the BRB model and the expert knowledge. The experimental results show that the method proposed in this paper
can effectively use qualitative knowledge and quantitative data to establish a non-linear model between input and
output in the environment of small sample data, and can achieve good test results for nodes fault diagnosis of WSN.

Key Words: WSN, wavelet packet transform. expert system, belief rule base (BRB), small sample data

1 Introduction

WSN consist of a large number of miniature and cheap
sensor nodes with wireless communication capability. After
deployed in the detection area. the nodes cooperate with
each other to complete the monitoring task by self-
organization. WSN are widely used in the military field.
complex mechanical, security monitoring, intelligent home,
urban transportation and other fields because of their low
power consumption, self-organization, no wiring and strong
robustness. Fault diagnosis in WSN has become a hot topic.
and scholars have proposed several fault diagnosis methods.
Generally. there are three types of faults in WSN: node faults,
network faults and software faults.

In the cases of node failure, Swain et al. proposed a real-
time fault diagnosis model for WSN based on particle swarm
optimization (P50). The feedforward neural network
technology based on PSO learning was used to classify the
fault nodes [1]. In view of the fuzziness and uncertainty of
information acquired by the diversity of WSN and the bad
environment, Yu et al. proposed a fault diagnosis method for
WSN nodes based on rough set theory (RS) and support
vector machine (SVM) [2]. Mahaptro et al. proposed a
cluster-based fault diagnosis algorithm, which takes into
account the possibility of each sensor node failure and
communication. The limitation of this algorithm is that its
accuracy is not high, and some fault nodes may be regarded
as fault-free nodes [3]. Liu et al. introduced a probabilistic
diagnosis  algorithm for fault diagnosis based on
probabilistic model of network state parameters. However,
this model is inefficient and complex [4]. Literature [5]
divided the fault types of sensor nodes into four types: drift
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fault, precision decline fault, fixed bias fault and complete
fault. Ji et al. proposed a new fault detection algorithm based
on kullback-leibler divergence (KLD) for the precision
decline fault, which had a significant effect [6].

In the aspect of network failure, it may occur due to the
abnormal state of network equipment or network service.
For example, network congestion, link failure and so on.
Tang et al. took WSN fault diagnosis as a pattern
classification problem, and introduced a new algorithm,
neighborhood hidden conditional random field (NHCRF), to
determine hidden states between sensors. The algorithm
estimates the posterior probability of different fault
scenarios to determine the health status of W3SN [7].
Banerjee et al. wse efficient fault detection and routing
(EFDR) algorithm to manage the scalability of the network.
This algorithm can deal with fault nodes effectively, and its
performance is improved by 35% compared with other
protocols [8]. In the case of software failure, it includes
process crash of operating svstem and problems caused by
program errors. Although this type of fault usually affects
WSN, the probability of occurrence is relatively small
compared with other faults [9]

As a result of the node faults, the connection is cut off or
the coverage is vulnerable due to the failure of a regional
node, which may rise to the network fault, resulting in the
overall failure of WSN. Therefore, it is necessary to
diagnose the communication fault of nodes effectively.

WSN nodes are closely linked and highly coupled, which
leads to the intricate relationship between the causes of
failure and the symptoms of failure. In the process of node
fault diagnosis, it has the characteristics of getting more

Prsject wwder Girans 1839000, 1iia Freviacial Rcisscd and Teckusloyy Depacrncsi undder firasi 01 S1363040C1X.

Praject of diia Previacal Divelopoest 2ad Roten Conssion suber G 10100771



18. GL Li,ZJ Zhou, C H Hu, G Y Hu, Research on the safety assessment of heavy trucks in
transit based on the Information entropy-based weighting and bi-level Belief Rule Base

method. CAA SAFEPROCESS 2019 (El, &.%F)

S

on Fault D

WIXR

® | Regular Paper

2019-01-01 -- 2019-04-28 Closed

Logged in as Li gailing (94460) ~ Contact

FREWIENEBERL CONFERENCE PAPER MANAGEMENT SYSTEM

2400 » 1221 » CAA SAFEPROCESS 2019 » ff # T{EIX.

Supervision, and Safety for Technical Processes

HIRTT IO ) ARTTIBON )

2019-05-05 -- 2022-06-07 Open

Invited Session Proposal

2019-01-01 -- 2019-04-28 Closed

Invited Session Paper

2019-01-01 -- 2019-04-28 Closed

2019-05-05 -- 2019-06-07 Open

R R AT, SR AR O

i ©{CAA SAFEPROCESS 2019i(: 1.

PR
Jivl

HiiRE A2k

#1111 Research on the safety assessment of heavy trucks in transit based on the Information entropy-

Regular | based weighting and bi-level Belief Rule Base method
29 i T02  Accepted
Paper | {%: Ligailing" (94460)
HEIEH] [ H]
AR

Research on the safety assessment of heavy trucks
in transit based on the Information entropy-based
weighting and bi-level Belief Rule Base method

Gailing Li
Rocket Force university of Engineering,
Xi'an, 710008, P.R. China

Army Military Transportation
Universit, Tianjin, Tianjin 300161,
P.R. China
11524601 (@gg.com

Zhijic Zhou*
Racket Force university of Engineering,
Xi'an, 710000, P.R. China

Changhua Hu
Rocket Force university of Engineering,
Xi'am, 710000, P.R. China

heh_reuf@sina.com

zhouzji4a 163.com

Wei He

Guanyu Hu

Harbin Normal University

Hainan Normal University

Harbin . 130025, P.R. China

Haikou 571100, P.R. China

64282426 gg.com

Iuiguanyull708@ 163.com

Abstract: Heavy truck have the characteristics of saper
long, super wide, super high and overweight, which are prone
to traffic accidents and result in heavy losses. This paper aims
to detect various safety hazards and achieve the safety
assessment of heavy vehicles in transit by monitoring state

5. A safety maodel which combines the
information entropy-based weighting method (IEBW) and the
bi-level Belief Rule Base {(BRB) are proposed in this paper for
the safety assessment of heavy trucks. Firstly, the information
entropy-based weighting method is used to select key features
which can significantly represent the actual safety statns of
heavy trucks. Secondly, the bi-level BRB is used to accurately
and timely reflect the r b

features parameters and safety status of heavy trucks. At the
same time, the bi-level BRB can greatly reduce the number of
BRE rules which makes it a possible to comstruct a multi-
attribute BRB more conveniently. The proposed model is
applied to the safety assessment of heavy trucks. Experimental
results show that the proposed model can fuse sabjective and
uncertain  information, has the characteristics of fast
evaluation, high accuracy and closer to reality.

Keywords: IEBW, Bi-level BRB, Safety assessment, CMA-ES

I.  INTRODUCTION

As an important means of production, the industrial cycle
of heavy trucks is closely related to economic activities. In
particular, it has a high correlation with factors such as GDP
growth, road freight transportation, and infrastructure
mvestment [I]. In recent years, large-scale wvehicle
transportation is becoming flourish and large-scale and
heavy-duty with the rapid development of China's economy,
large-scale i proj and logistics industry. The
recent trend of heavy truck production and sales in China is
shown in Fig. 1[2].

* Corresponding author. E_mail: zhouzj(4@ 163 .com;
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Fig. 1. Trends of heavy truck production and sales in China's in 2009-
2007 {umit: 10000 vehicles)

In the United States, heavy trucks play an important role
of the road logistics transportation. It is estimated that 70%
of the US supplies are transported by eight types of heavy
trucks (vehicles with a maximum gross weight of more than
15 tons). According to a series of traffic surveys conducted
in Australia, the proportion of heavy vehicles may increase
to 20% during peak periods on some highways [3].

Because heavy trucks have the characteristics of long
length, high gravity center. hard braking, and high sight line,
these characteristics or defects of large trucks are often prone
to traffic accidents. In 2005, more than 5,000 people were
killed and 114,000 injured in 442,000 major truck crashes in
the United States. About 12% of traffic fatalities are related
to large truck crashes [4]. Large trucks account for about 4
percent of all vehicles, but are included in about & percent of
fatal accidents. According to statistics, in the existing
running vehicles, fault or hidden trouble are existed in at
least of 30% of running vehicles [5]. The proportion is higher
for heavy trucks. Therefore, it is necessary to study the
multiple affecting factors and implement the safety
assessment of heavy trucks, which has important research
value and social benefits

II. RESEARCH PROBLEMS

A. Establishment of assessment model

Suppose that ¥ =|x,x,....x} Iis the monitoring
indicator of heavy trucks: D= llevel L A....Jevel _N. 8, }
is the safety levels and their corresponding probabilities; p

English
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Abstract Foecusing on weighted throughput fairness that
nodes gel throughput proportions according to priority lev-
els in IEEE 8021 le WLANs, we propose an adaptive and
full-distributed access mechanism with delta estimation
algorithm of traffic loads. We deduce a linear adjustment
rule of Contention Window (CW) about traffic loads. which
connects parameters of access mechanism with dynamic
network conditions. To support weighted priority levels
(WPLs) of throughput proportions, we introduce a prior-
ity index to restrict number of successful data transmission
of nodes with different priority levels for accurate calcu-
lation of channel status information. And then. we give a
delta estimation algorithm of traffic loads. which can reduce
fluctuations of estimated results around true values. By sel-
ting different thresholds corresponding to the WPLs, each
node can obtain suitable sizes of CW for better aggregated
throughput even as the variations of traffic loads in networks.
The selected sizes of CW determine the attempt probability
of channel access, which guarantees the weighted fairness of
throughput proportions corresponding to WPLy. The simula-
tion results confirm the validity and good scalability of the
proposed access mechanism with different ratios of node
number between multiple priority levels.
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1 Imtroduction

With the development of internet of things (IoTs), there are
many different traffic types in wireless networks, such as
voice, data or video. The multiple traffic types have differ-
ent requirements of bandwidth. The weighted priority levels
{WPLs) of throughput proportion that nodes get correspond-
ing bandwidth according to priority levels are one of the
main research directions to improve the QoS performance
of networks. The IEEE 802.11 family has been proved
the maost popalar channel access control mechanisms that
can support QoS requirements of networks (IEEE 2007).
The contention-based access method and contention-free
access method (controlled channel access method) are two
main types of channel access mechanisms in IEEE 802.11.
We focus our interest on WPLs of packet flows and study
saturated throughput performance of the contention-based
access mechanism.

The distributed coordination function (DCF) is a fun-
damental contention-based access mechanism, which
defines uniform parameters and provides the best effort
service. An enhanced distributed channel access func-
tion {EDCAF) for each access category (AC) can support
QoS8 requirements. which is an enhanced variant of DCF
and referred to as HCF contention-based channel access
{EDCA) mechanism. The main functions of EDCA mecha-
nism are similar with that of DCF mechanism except some
parameters of each AC. The EDCA mechanism. however.
cannol solve collision problem caused by incremental
number of nodes with the same priority level, but adds

@ Springer
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Abstract: To solve problem of weighted throwghpat fiirmess jn TEEE 8021 1e nerworks, we foous on the throughpur
firirmess of three prioviny levels and [rpese R adaprive and fill-disiribacted access mechanizm. We set oprimal CW sizes
of wedes with the kighest priority fevel and increase CW zizes of nodes with lower prioriy Tevels based on aciive node
number. The selected CW determines sizes of backoff windows and antempr prodabidiny of channe! aceess, wiich can be
reflecred weighred throwghpur faimess corresponding to walijple priarity Tevels. For the key problem of sensing and
calenwleiing Channel Stams Information (CEI, we propose a rew parameter of Detection Window (D) that hus the same
sizek for all wedes withou! considering any priorily levels. During e process of DOW, nodes detecr messages of OS5 and
estimate active Sode mumber, Based on the estimated node number, sode cannor only adiest sizes of DWW, bt et sizes af
CW according fe itself preiovity level. The sivnlotion resulis confirm the validiy and good scalability of the proposed
access mechenitm amoirg sl priogy levels,

Key words: [EEE 802.1 le; medium aceess control; EDCA; weighted throughput faimess; multiple priority level.
1. Introduction

These applications of different traffic types, such as voice, video or data traffic, have multiple priority levels commesponding
to the ccoupation of channel resources. Some traffics with higher priority level should be allocated more data transmission
than that with lower prionity levels. The weighted throughput fairness corresponding to multiple prionty levels (MPLs) is
one of the mamn research directions to improve the QoS performance of network.

The IEEE 80211 family in [1] provides the most popular usage in wireless networks. There are two main access
mechanisms, one with AP nodes and another without AP nodes. Each of these two access mechanisms has some dominant
posiion of performance and network admimistration. For the mobile networks with the significant network topology
changes, the contention-based access mechanism will be the first choice.

In this paper, we focus on the contention-based access mechamsm (EDCA mechanism) and propose some methods to solve
the weighted throughput faimess in networks with multiple priority levels.

2. State of the art

There are four parameters used for better (oS requirement of network performance in EDCA mechanism, sizes of
Contention Window (CW for short), TXOP, IFS and AC. We focus our interest on the adjustment rules of CW in this paper.
There are two main contention-based methods: DCF mechanism and EDCA mechanism. Except for some access parameters,
these two methods have the same processes of data transmission.

Both methods have the fixed ranges of CW that means different slot number. Let m be the transmission number of the
tageed data packet and we have the adjustment rule of DCF mechanism as

CWar =2 (CWa+1)-1  (m=12,---,7) {1}

where CW=CW i =31. And we have the ranges of CW in DCF mechanism in Table-1.
Table 1. Ranges of CW in DCF mechanism

m 1 2 3 4 | s fi
CW 31 6l 127 255 | si1 1023 |
55
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Abstract: Internet search data records user's search attention and consumer demand, providing
necessary database for the Hainan traffic flow model. Based on Baidu Index, with Hainan traffic
flow as example, this paper conduct both qualitative and quantitative analysis on the relationship
between search keyword from Baidu Index and actual Hainan tourist traffic flow, and build
multiple regression model by SPSS.

1. Introduction

Baidu Index is a data sharing platform based on huge amount of Baidu users” behaviour data. Through
Baidu Index. we can acquire the actual search volume of relevant keyword with certain Baidu Index
vialue. We build the consumer tourist behavior model based on the travel destination selection process,
then search the primary keyword from the model by Baidu Index recommendation function to acquire
corresponding keyword search volume. Finally, we build multiple regression model to analyze the
relationship between the search index and the historical tourist flow of Hainan from 2014 to 2016
provided by Hainan Bureau of Statistics, and draw the conclusion.

2. Kevword selection

According to the relevant analysis of the degree of concern to the tourist destination before the tourists
travel, the key points related to the destination (Hainan) traffic flow are selected according to the name
of the tourist destination {Hainan). the actual route of travel, the destination of tourism destination and
other tourist destinations word. According to this, this article selected "Hainan", "Hainan ticket{HNTT)",
"Sanya ticket(SYTI)", "Hainan high-speed rail(HNEH)", "Hainan car rental{HNCR)", "Hainan traffic”
as the benchmark key words, and then these benchmark keywords Baidu index search, Step to find out
the actual search volume of these keywords, the second step to find out the relevant keywords, the third
step, the use of webmaster tools such as the test, screening out the amount of search accounted for the
first 80% of the key words: "Hainan high-speed rail”, "Hainan ticket (Haikou + Sanya)”, "Hainan car
rental” 3 key words. According to this, the influence of the search volume of these three keywords on the
traffic flow in Hainan is revealed, and the influence of the network search volume on the actual traffic
flow in Hainan is revealed.

3. Data collection and processing

Baidu index tools were used to collect three keywords from January 1, 2011 to December 17, 2016, the
actual daily search volume and monthly search volume. Through the Hainan Statistical Bureau, "Hainan
Statistical Monthly"” query to 2014, 2015, 2016 three years of Hainan actual number of tourist volume,
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Abstraci—In the past few years, With the constant expansion of
supermarket chains, legistic distribution has been a Bottleneck
of the development of supermarket chains. It is an important
reason that distribution moedel is not well chose. This article
based on the analysis of the limitation of traditional selective
means and point out the factors for choosing distribution
maodel.By wsing AHP, author build a decision model of
choosing  distribution model. This model will make it more
reasonable when choosing distribution model.

Keywerds: supermarket chaing distribaion model; AHP

L INTRODUCTION

As a kind of modern business model and organizational
form, chain operation has become a major trend in the
development of retall industry in China and even in the
world. As a typical representative of chain operation, chain
supermarket has broad prospects for development.

At the same time, with the diversification of expanding
chain supermarket scale and format, the supermarket
merchandise for many varieties, multi batch, small batch
delivery requirements will be more and more intense, the
high cost of logistics, the logistics distribution has become
the key point of supermarket competition, how to choose the
mode of distribution, has wvery important significance for
enterprise.

I OvERVIEW OF LOGISTICS DISTRIBUTION MODE
There are four types of logistics distribution modes

A.  Direct Supplier Made

Supplier direct distribution is determined by the
supplier chain headguarters, each branch will be goods
imnformation feedback to the headquarters, unified by the
headquarters to supplier branch orders.

® The advantape of direct distribution is: reducing the
intermediate links, reducing the logistics cost, ease of reverse
logistics.

® The disadvantage of direct distribution is: to
establish a perfect supply chain mventory management
information system, virtually increased both the cost of the
two sides, inventory costs also increased.

B Self Distribution Mode

Self distribution refers to the chain enterprises to
establish their own distribution center, the headquarters of

the chain supermarket distribution center for business
management, the completion of the distribution of all the
business operations.

® Self distribution has the advantage of: enterprise
management autonomy and the plan is strong, easy to keep
the chain enterprise business secret.

® The disadvantages of self distribution is: capital
investment, the number of stores enough to have enough,
busy 1dle phenomenon is obvious, easy to manage.

C. Third Party Logistics

Third party logistics distribution refers to the chain
enterprises to complete the distribution business entrusted to
the third party logistics enterprises to operate a distribution
maode of operation.

® The advantage of the third party logistics distnbution
is: reduce the number of invalid inventory, shorten the time
of inventory, improve the cash flow of enterpnises, improve
customer satisfaction.

® The shortcomings of the third party logistics
distribution: the enterprise is in a passive position, can not
puarantee the accurate and timely delivery and service, need
te choose a number of third party logistics enterprises, there
is a certain degree of risk and uncertainty.

I Commoen Distribution Model

Joint distribution chain enterprises refers to a certain
amount of investment. commissioned by the unified specific
suppliers to establish a distribution center in a region,
collecting the various suppliers of similar products, and
centralized distribution to the chain stores within the region.

® The advantage of joint distribution is that: to reduce
the cost of logistics, improve the satisfaction of consumers,
enhance the image of the chain enterprises.

® The disadvantage of the joint distribution 15 that: the
enterprise needs a strong ability to deal with information, s
not suitable for small and medium-sized chain enterprises.

Copynght & 2016, the Authors. Published by Atlantis Press, 56
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Abstract—During the vsing of 3D meshes, the different level of
detail (LOD) meshes are needed for a model. This paper presents
an algorithm of mesh reconstruction based on view maps. It bases
the rendering pipeline, performs the coordinate transform and
records the original coordinates of the mesh during the vertex
shader. It interpolates the veriex's 31} coordinates for every pixel
in the rasterization step. During the pixel shader, it extracts
the visible pixels through the depth testing, and then outputs
the co 3D coordinates as a view map. According to
pixel's relative position in the map. it connects the 3D vertices
together to make a triangle mesh for the current view. The result
L0 mesh can be obtained by merging these triangle meshes
for different views. The experiments show that the algorithm is
effective, speedy and convendent for adjusting the LOD.

Keywords—View map; 31 mesh; Mesh reconstructing; Render-
ing pipeline; Texture

I. INTRODUCTION

Recently. as the applications of virtual reality become
more and more, the rendering of the virtual object’s mesh
is necessary. As higher as people require the fidelity of the
viriual scene. the more details are needed to be rendered. In
a scene with many objects, when the angle or the distance of
the view are changed, the same object would be rendered in a
different size region. which occupies different amount pixels.
In order to enhance the efficiency. it's better use low Level of
Detail{LOD} mesh, when the occupied pixels are less. so the
less vertices are computed. the faster it renders. On the other
hand, it’s better use high LOD mesh for enhancing the details
in the more occupied pixels. So the different LOD meshes for
a same object are needed to be constructed.

A. Tradirional LOD Adjusting Straregy

When the LOD requirement is lower than the original one,
it means that the needed mesh is a simpler version of the
original one. In order to make the new one is as similar as the
original one, many simplifications apply (1) to obtain a new
vertex during simplifying.

Liwv) =minDist(5, 5{L{u, v))). (1)

while 5 is the original mesh; » and v are the parameterize
coordinates on S L{u, v) is a new vertex about the area around
(e, v}, which is used to replace a group of vertices. edges or
patches on S: S{Liw.v)) is the interval mesh that is obtained
through using L{u. v), and the distance function Dist is used
to calculate the difference between S and S(L{u, v}). Usually,
the function bases on local area. Different simplifications
provide different distance functions.

978-1-3090-4400-9/ 16 531.00 © 2016 IEEE
DO 10,1 109 1CDH.2016.58
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When the LOD requirements are higher than the original
one. it seems that the mesh need subdividing. In order to let the
refined result be similar to the original one. many subdivisions
apply (2) to compute the new vertex.

H{u,v) = Interpolate( 5, u, v), 2

while the subdivide function Interpolate would do the imter-
polation based on the area around (. v), to generate the new
vertex Hu, v).

The computation in (1) and (2). often directly use the local
vertex data of the original mesh. to produce the new vertex
for the corresponding area. The final result of the two kinds
of methods is a new mesh T and make T and 5 be similar,
while T accepts the special LOD requirement.

In this paper. we presents a 3D mesh reconstructing algo-
rithm based on the rendering pipeline. It does an LOD decision
through the view distance, which can carry out visually. During
the computation. it applies the rendering pipeline of GPU,
creates the target mesh quickly with the GPU’s parallel com-
puting. The main contributions are as following: Record the
coordinates of the mesh’s vertices through an A32B32G32R32
format texture for mesh reconstructing; according to the angle
of the view, generate the 3D vertices and arrange them in an
order like texture’s pixels, which make it easy to organize them
into a mesh.

The rest parts of the paper are arranged as: Section II re-
views the traditional methods to create different LOD meshes,
including the normal progress of the rendering pipeline: Sec-
tion IIT illustrates the main idea of the algorithm in this
paper. and how to reconstruct the mesh based on the rendering
pipeline in detail; Section IV presents how to implement the
algorithm, including the vertex shader and the pixel shader;
some experiments using this algorithm are shown in the Sec-
tion V. At last, Section VI makes a conclusion and discusses
the future about it.

I1.

When users deal with 3D meshes, they often have al-
ready their special LOD meshes. In order to obtain different
LOD meshes, users probably base on a mesh with normal
granularity. gain other LOD meshes through some algorithms.
Some simplify methods can easily create the meshes with
lower LOD. Hussain et al. [1] presented a greedy approach
to simplify those regions which were enriched with number
of triangles. Garland [2] made a survey on many simplifying
algorithms, which included an overview of iterative edge con-
traction algorithms. Lia et al. [3] proposed a mesh simplifying
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Abstract. Focus on some constructions of binary tree, there are many methods to resolve this
problem. With analyzes between binary scarch tree and Huffman tree, we introduce information
retrieval issue and compare the Huffman tree with optimal binary search tree. And we further
present a method that use greedy algorithm o construct binary search tree and use C++ 1o realize
method. Experimental provides some conclusions that greedy algorithm is more efficiency than
dynamic programming algorithm.
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Abstract. Research on weight problem is helpful to solve other problems, and it has practical
significance for the design of the alporithm and the solution of the real life. The purpose of this
paper is to introduce the solution for the weight problem with both greedy algorithm and dynamic
programming. We mainly discuss the difference between these two algorithms based on different
solution methods. The algorithms in this paper are described in C language, natural language or
charts.
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Abstract—As the feature size of semiconducior technology
continues to scale down, conventional synchronous circuit
design methods encounter more and more design challenges,
one of which is the routing of global clock trees meeting timing
and power requirements. Asynchronous circuits, which do not
rely  on  glebal synchronization, provide aliernative
opportunities to their synchronous counterparts. This paper
targets ome class of asynchromows circuits with dual-rail
encoded data and a high level of timing robustness. Transistor-
level optimization methods are introduced fo reduce the
complexity of functional modules designed with traditional
min-term based synthesis methods, while still preserving the
timing robustness level. With the methods introduced in this
paper, a wide spectrum of dual-rail encoded funetional
modules can be implemented in a design library for the
asynchronous circuit  synthesis  with further area and
performance oplimization,

Keywards-asynchironous circuit design; dual-rail encoding:
circuit synihesis and optimization

l.  INTRODUCTION

As the featre size of semiconductor technology
continues to scale down, process variation has become one
of the most challenging issues for microelectronics design,
With the conventional synchronous design methods relying
on glabal synchronization of input data, clock margins must
be elaborately reserved for the worst case delay, considering
all possible corners with different working temperatures as
well as supply veltage fluctuations. Moreover, with the
trend of integratMg heterogeneous computation resources in
a single die to explore the full strength of technology
scaling, on-chip communication across different clock
domains calls for design paradigms such as Globally
Asynchronous Locally Synchronous (GalS) [1], [2] and

G78-1-5386-1870-T/1 /83 1.00 ©2017 IEEE

Network-on-Chip (NOCs) [3]-[5], which depend heavily on
asynchronous circuit design techniques [6], [7].

Instead of routing long clock wires for global
synchronization, asynchronous circuits resort to lecal
handshaking signals for coordinating data transfer. When
computation is finished, real-time request signal is raised so
that data is safely latched by the receiver; after the received
data is consumed, an acknowledgement is sent back and a
new round of daia transfer can begin. This closed-loop
control based on measured delay presents a more timing-
robust implementation against process variations as well as
fluctuating environment conditions [8], [9].

For the purpose of indicating completion of data
computation in real-time, delay-insensitive codes [10] are
often adopted in asynchronous circuit design, whereas dual-
rail code is presumably the most frequently used one for its
straightforwardness in code conversion and completion
detection circuit design [11]-[13]. Furthermore, a dual-rail
encoded circuit must embrace particular implementation
technigques to ensure that it operates correctly with arbitrary
delays assumed for all or part of its circuit elements. One
design practice with a fairly high timing robustness level is
called speed-independent (or quasi-delay-insensitive) [14]-
[16] where all gates and a subset of wires in the circuit can
take arbitrary delays.

Different synthesis and optimization methods have been
proposed for dual-rail encoded speed independent circuits
[13], [17]-[25]), with a building library of either the
generalized C-elements [17,20,24] or threshold gates hy
Null Convention Logic (NCL) [13], [18], [19], [21). In
cither case, a synthesis method usually involves the
generation of the complete dual-rail encoded input min-
terms for a circuit's composing maodules, which increases
exponentially with input pumber and incurs considerahle
implementation overhead. Examples of reducing the
overhead of the min-term based functional modules have
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Abstract—=In this paper, a systematic design fow for asyn-
chronous dual-rail encoded circuits with a high timing robustness
level ks introduced. With this flow, o synchronous Boolean
network can be translated into its asynchronous counterpart
consisting of the so-called dual-rail encoded functional mod-
ules (DRFNs). Each dual-rail encoded variable in the iarget
asynchronows circuit is partially acknowledged, and the overall
circuil satisfies speed independent requirements. The translation
process is formulated within integer programing framework and
solved with efficient algorithms. In addition, methods for de-
signing DRFMs and characterizing their propagation delays are
discussed, as well as simuolation techniques used for performance
analysis of the tarpet asynchronous circuit,

I. INTRODUCTION

As the feature size of semiconductor technelogy continues
te scale down, process varation has become one of the
mast challenging issues for microelectronics design. With the
conventional synchroncus design methods relying on global
synchronization, clock marging must be elaborately reserved
for the worst case delay, considering all process comers with
different working temperatures as well as supply voltage fluc-
npatioms. Moreover, with the rend of integrating heterogenscus
compuration resources in a single die to explore the full
strength of echoology scaling, on-chip communication across
different clock domnains calls for design paradigms such as
Globally Asynchroncus Locally Synchronous (GaLs) [1], [2]
and Network-on-Chip (NOCs) [3], [4], [5], which depend
heavily on asynchronouws circuit design techniques [6], [7].

Instead of routing long clock wires for global synchro-
nization, asynchronous gircuits resort o local handshaking
signals for coordinating data transfer. When computation is
finished, real-time request signal is raised so that data is safely
latched by the receiver; after the received data is consurmned,
an acknowledging signal is sent back and a new round of
data transfer can begin. This closed-loop control based on
measured delay presents a more Gming-robust implementation
against process vamations as well as fuctuating environment
conditions [8], [9].

For the purpose of indicating completon of data com-
putation in real-ime, delay-insensitive codes [10] are often
adopred in asynchronows circuit design, whersas dual-rail code
iz presumably the most frequently wsed one for its straightfor-
wardness in code conversion and completion detection circuit

078-1-50M-6625-4/17/530.00 ©2017 IEEE
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design [11], [12]. [13]. Furthermore, a dual-rail encoded circuit
must embrace particular implementation techniques to ensure
that it operates correctly with arbitrary delays assumed for all
or part of its circuit elements. One design practice with a fairly
high timing robustness level is called speed-independens (or
guasi-delay-inzensitive) [14], [15], [16], where all gates and a
subset of wires in the circuit ean take arbitrary delays.

Different synthesis and optimization methods have been
proposed for duzl-rail encoded speed independent circvits [17],
[13], [18], [19], [20]. [21], [22], [23]. [24], [25], and invariably
they adopt techniques of “indicating” or “scknowledging”
circuit signal transitions, In [20], the concept of “partial
acknowledgement” is proposed which describes the causal-
ity relation between dual-rail encoded circuit variables, and
technigques of designing dual-rail encoded functional modules
(DRFMs) with different input acknowledgement patterns are
dizcussed. In addition, the problems of synthesizing speed-
independent dual-rail encoded circuits are formulated as wnate
or binate covering problems.

In this paper, an asynchronous dual-rail circuit is synthe-
sized by direct translating of a Boolean network [18], [19].
[20], [22]. This direct translation method is straightforward,
making asynchronous design easy to accept for designers
with synchronous mentality. With the method, each node in
the Boolean network is mapped to a DRFM with the same
functionality and, in addition, one of the many patterns to
acknowledge its inputs. The synthesis process iz formulated
as an optimization problem where partial acknowledgement
patterns can be tuned to achieve a particular objective, whilst
satisfying the overall circuit timing-robustmess requirements
that each dual-rail encoded circuit variable must be partially
acknowledged. In this paper, the synthesiz and optimiza-
tion problem is formulated within an integer programming
framework, which represents a more fine-grained formulation
compared with previous methods[20], [22].

This paper presents a systematic design flow for asyn-
chronous dual-rail encoded circuits: methods of designing
DRFMs, the fundamental building blocks, are introduced with
their areas and propagation delays characterized. Simulation
techniques, both data dependent and independent, are proposed
for analyzing the circuit performance. Further, efficient alge-
rithms are proposed o solve the optimization problem.
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Abstract: Wireless Sensor Networks (WSNs) have been extensively applied in ecological environment
monitoring. Typically, event boundary detection is an effective method to determine the scope of an
event area in large-scale enviromment monitoring. This paper proposes a novel lightweight Entropy
based Event Boundary Detection algorithm (EEBD) in WSNs. We first develop a statistic model using
information entropy to figure out the probability that a sensor is a boundary sensor. The EEBD is
independently executed on each wireless sensor in order to judge whether it is a boundary sensor
node, by comparing the values of entropy against the threshold which depends on the boundary
width. Simulation results demonstrate that the EEBD is computable and offers valuable detection
accuracy of boundary nodes with both low and high network node density. This study also includes
experiments that verify the EEBD which is applicable in a real ccean environmental monitoring
scenario using WSNs.

Keywords: event boundary detection; information entropy; wireless sensor nebworks; determining
rules; ecological environment monitoring

1. Introduction

Wireless Sensor Networks (WSNs) are composed of a considerable number of low-cost,
low-power and small-sized wireless sensors and have gained particular interest for many environment
applications [1]. These sensor nodes are often utilized to monitor and detect real-world events
like oil diffusion, fires, chemical leaks by monitoring various physical parameters such as humidity,
concentration, temperature, salinity and so on. In many monitoring tasks, the core goal of W5Ns is to
detect and track unexpected and abnormal events in real time [2,3]. Event boundary detection is of
particular importance to determine the scope of event occurrence and make preventive measures when
unfortunate events happen in the environment. In many cases, an event may spread over a network
and sensor-based area of an irregular shape. After a sudden incident such as il spill pollution, timely
and accurate detection of the diffusion range of events requires lots of sensor nodes to work together
and consumes large amounts of energy. When compared with the analysis of the entire event area,
event boundary detection is more efficient as it provides a proper view of the sensors that will be
affected by broadcast messages [4].

This paper proposes a new lightweight Event Boundary Detection distributed algorithm (EEBD) to
identify the real event boundary sensor nedes of a monitoring area using W5Ns. Two main principles
of Information Entropy, that is, uncertainty and information quantity [5], are applied to figure out the

Symemefry 2019, 11, 537; doi:10.3390/sym 11040537 www.mdpi.com/journal/symmetry
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ARTICLE INFO ABSTRACT

Keywords: Maritime search and rescue wireless sencor network (M5R-WSN) has been a bedrock to discover the floating
Maritime search and rescue wireless sensor target after the shipwreck. In this paper, we first define a sea region of target detection and formulate a clustered
network topalogy of MSE-WSN. Second, we employ the sensor nodes of MSR-WSN to track the collective radio signal
Data fusion

emitted by the mobile target. Each node firstly transmits the preprocessed perceived data to the cluster head node.
Next, the data fusion center (DFC) collects a local decision of cluster head node through a binary hypothesis test
and works out an eccurate global decision. This paper emphesizes at designing both local and global data fusion
rules based on the likelihood of ratie test statistics using a Neyman-Pearson lemma and Bayesian approach.
Ome major stumbling block in the ocean lies in a complex and changing communication environment. There
is a need for the DFC to develop a fusion rule of carrying out a dependable target detection to screen out the
side effect of wave shadow. To address the concern, we propose a novel mohile target detection algorithm
[NMTDA) based on information theory. The main idea is to dynamically calculate an adaptive decision threshold
using both Kollback-Leibler divergence (KLIY) and a global optimal decision statistics to enforce the accuracy of
target detection. In addition, KLD is adopted to guantify the strength of wave shadow effect and tune Correct
Detection/Flase Alarm probabilities of target detection. Toe conserve the overall MSR-WSN energy, DFC selects
clusters with the maximum predictive information gain for MSR before next round search. Extensive simulation
results demonstrate that our proposed mobile target detection algerithm works well in maritime search and
TEsCUe SCEMATIO.

Kullback=Leibler divergence
Information gain
Mobile target detection

1. Introduction nodes that are deployed in the monitoring sea area to collect various
real-time parameters in the physical environment. Every sensor node

Recent years have seen increasing number of maritime accidents logs the state of the environment, the BDS/GPS position information,

over the world, such as “Oriental Star” wreck and “Sewol ferry™
disaster. As the last defense line to guarantee the safety of human life,
property and environment at sea, maritime search and rescue (MSR)

and even the personnel vital signs, and sends them to the cluster head
after preprocessing. Afterwards, cluster head transmits its local decision
to data fusion center (DFC). Based on the local decision information,
the DFC determines whether the presence of falling water mobile
target is valid or not. After the shipwreck accident, it is imperative to

has a profound impact. Almost every country at this planet put a bhig
investment in the development of MSR. Making good use of modern
scientific and technological weapons to improve the MSE efficiency
and minimize the shipwreck losses have played am important role in
promoting the development of entire shipping industry and even the
national economy. Wireless sensor network (WSNM) have been adopted

efficiently identify the falling water personnel and important property
equipment, which is the key to implement a successful search and
rescue. In MSR-WSN, realizing an efficient and accurate target detection

as personnel property equipment to facilitate maritime search and res-
cue [1]. The maritime search and rescue wireless sensor network (MSR-
WEN) is composed of a large number of low-power and low-cost sensor

*  Corresponding authors.

is the key requirement for both MSR applications and mobile target
localization and trajectory tracking research. Target detection can be
categorized into two types: distributed target detection and centralized
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Abstract. As the difficulties to prove the existing urban noise, this paper designs and implements a
urban noise complaint system, which 1s based on mobile crowd-sensing. This system takes a social
task distribution mechanism, so that more and more users can use the phone as a mobile terminal to
collect and measure the environmental noise data, and report the data to the server. Once the server
summary the noise report information, it not only can provide the noise map to users and related
department for inquiring, but also can remind the related department to deal with noise to reduce.

Introduction

With the process of urbanization in China, the problem of urban noise pollution has become
increasingly prominent. The number of complaints about the noise pollution have been ranked the
first in environmental pollution complaints.

The existing noise complaints are mainly for the public to call the related departments, and then
the related departments to the noise scene for processing. However, the noise pollution is transient,
localize and decentralized, the law-enforcing department is hard to get the noise evidence for
punishment. So. it 15 meaningful to research a new noise complamt way.

With the development of mobile Internet technology, smart phones has been spread quickly. The
smart phone has a variety of sensors, such as GPS, microphone, camera, gyroscope, accelerometer,
etc. Through the mobile Internet of conscious or unconscious collaboration, the user can use the
smart phone as a basic sensing unit to achieve the task of perception and distribution of data collect,
and complete large-scale and complex social perception tasks. Therefore, this paper proposes a
urban noise complaint system, which is based on mobile crowd-sensing. The user can use the smart
phone to collect and measure the noise data and report it in time. To the server, the system generates
the noise map for users and related departments to inquire, and then inform the related departments
to deal with.

Compared with the existing environment noise monitoring system, this paper designs a social
task distribution mechanism in the system, which aims to solve the problem of sparse data caused
by the small number of users participating in the existing system. According to practice, the
complaint system presented in this paper has solved the problem of difficulties in proofing
evidence . and achieved better results.

Related Work

The crowd-sensing technology has been widely used in large-scale social perception tasks, such as
the application of air quality detection, which was developed by Umiversity of Califorma at
Berkeley (UCB) Common Sense [1], the water pollution research, which was developed by IBM's
Creek Watch [2], and the project to research the interaction between users and the environment
according to location information, which was developed by California, University of Los Angeles
(UCLA) PEIR [3]. Those are the research projects based on the crowd-sensing field. In addition,
the health services project BikeNet [4], the combine of social perception and social networking
project CenceMe [5] and the famous commercial map service company Waze (Waze) [0] are all
crowd-sensing used in Social life.

In noise monitoring, Maisonneuve N, Niessen ME, et al proposed a city noise monitoring

Copyright © 2017, the Authors. Published by Atlantis Press. 1168
This is an open access article under the CC BY-NC license (http-/ercativecommons.org/licenses/by-nc/4.0/).
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Abstract—During the using of 31 meshes, the different level of
detail (LOD) meshes are needed for a model. This paper presents
an algorithm of mesh reconstruction based on view maps. [t bases
the rendering pipeline, performs the coordinate transform and
records the original coordinates of the mesh during the vertex
shader. It interpolates the vertex’s 3I) coordinates for every pixel
in the rasterization step. During the pixel shader, it extracts
the visible pixels through the depth testing, and then outputs
the corresponding 3D coordinates as a view map. According to
pixel’s relative position in the map, it connects the 3D vertices
together to make a triangle mesh for the current view. The result
LOD mesh can be obtained by merging these triangle meshes
for different views. The experiments show that the algorithm is
effective, speedy and convenient for adjusting the L.OD.

Keywords—View map; 31 mesh; Mesh reconstructing; Render-
ing pipeline; Texture

I. INTRODUCTION

Recently, as the applications of virtual reality become
more and more, the rendering of the virtual object's mesh
is mecessary. As higher as people require the fidelity of the
virtual scene, the more details are needed to be rendered. In
a scene with many objects, when the angle or the distance of
the view are changed, the same object would be rendered in a
different size region, which occupies different amount pixels.
In order to enhance the efficiency, it's better use low Level of
Dretail{LOD) mesh, when the occupied pixels are less. so the
less vertices are computed, the faster it renders. On the other
hand, it’s better use high LOD mesh for enhancing the details
in the more occupied pixels. So the different LOD meshes for
a same ohbject are needed to be constructed.

A. Traditional LOD Adjusting Strategy

When the LOD requirement is lower than the original one,
it means that the needed mesh is a simpler version of the
original one. In order to make the new one is as similar as the
original one, many simplifications apply (1) to obtain a new
vertex during simplifying.

L{u,v) = minDist{5. S(L{u, v))). 1y

while 5 is the original mesh; u and v are the parameterize
coordinates on 57 L{u, v) is a new vertex about the area around
{#, v). which is used to replace a group of vertices, edges or
patches on S5: S{L{u, v)) is the interval mesh that is obtained
through wsing L{u.v). and the distance function fhist is used
to calculate the difference between 5 and S{Liu, v}). Usually,
the function bases on local area. Different simplifications
provide different distance functions.

When the LOD requirements are higher than the original
one. it seems that the mesh need subdividing. In order to let the
refined result be similar to the original one, many subdivisions
apply (2) to compute the new vertex.

H{u,v)} = Interpolate{ 5 u, v}, 2)
while the subdivide function Interpolate would do the inter-
polation based on the area around (u. v). to generate the new
vertex H(u.v).

The computation in (1) and (2), often directly use the local
vertex data of the original mesh. to produce the new vertex
for the corresponding area. The final result of the two kinds
of methods is a new mesh T, and make T and 5 be similar,
while T accepts the special LOD requirement.

In this paper. we presents a 3D mesh reconstructing algo-
rithm based on the rendering pipeline. It does an LOD decision
through the view distance, which can carry out visually. During
the computation, it applies the rendering pipeline of GPU,
creates the target mesh quickly with the GPU’s parallel com-
puting. The main contributions are as following: Record the
coordinates of the mesh’s vertices through an A32B32G32R32
format texture for mesh reconstructing; according to the angle
of the view, generate the 3D vertices and arrange them in an
order like texture’s pixels, which make it easy to organize them
into a mesh.

The rest parts of the paper are arranged as: Section II re-
views the traditional methods to create different LOD meshes,
including the normal progress of the rendering pipeline; Sec-
tion I illustrates the main idea of the algorithm in this
paper, and how to reconstruct the mesh based on the rendering
pipeline in detail; Section I'V presents how to implement the
algorithm, including the vertex shader and the pixel shader;
some experiments using this algorithm are shown in the Sec-
tion V. At last. Section VI makes a conclusion and discusses
the future about it

II. RELATED WORKS

When uosers deal with 3D meshes, they often have al-
ready their special LOD meshes. In order to obtain different
LOD meshes, users probably base on a mesh with normal
granularity, gain other LOD meshes through some algorithms.
Some simplify methods can easily create the meshes with
lower LOD. Hussain et al. [1] presented a greedy approach
to simplify those regions which were enriched with number
of trizngles. Garland [2] made a survey on many simplifying
algorithms, which included an overview of iterative edge con-
traction algorithms. Liu et al. [3] proposed a mesh simplifying

GTE-1-3090-24400-9' 16 53 1.00 O 2016 IEEE
DOI 1001 109 1CDH.2016.58
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Abstract; This paper mainly snalyzes and studies the backiracking and the branch—-and-bound method. First, the basic concepts of
the two algorithms are introduced, and their basic idea and process of solving the problem are introduced. Then the (=1 knapsack
problem is used to analyze and explain the backtracking method, the queve branch boundary method and the priority queue branch
and boundary method in detail. By further summanzing the similarities and differences of the algorithm, it is found that the memory
space requirement i3 lower when the backtracking method solves the problem, while the branch-and=bound method takes shoner
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Abstract. As the most pressing need of application-oriented talents in 10T Engineering major, and
according to the CDIO education idea, combining the content and characteristics of the embedded
system course, this paper puts forward the experimental scheme design about the layering
embedded svstem course, and puts it into practice as the form of projected to enhance the 10T
students’ practice and innovation ability about embedded system. and lay a good foundation for
their career development.

Intreduction

IOT is one of the strategic emerging industries in  "[2th Five-Year plan", which is an important
impetus to accelerate the transformation of economic development in China. To meet the urgent
needs to develop the strategic emerging industries about high-guality talents of 10T technology,
there are 382 colleges and universities who have set up the IOT Engineering major till 20017 It is
not only a great impression that our nation and government develop the 10T industry, but also a
great move that our nation make a timely reflection on talent cultivation model.

Embedded system is one of the key technologies of 10T, It is the only things to things source,
things to things method and things to things interface of 10T application. It 1s also the front-end
platform to realize the perceive and control, the device node to realize the ubiguitous network, the
user interface to realize service[l] . Therefore, embedded system course is very important in IOT
Engineering courses. Many colleges and universities have taken the embedded system course as the
core professional course.

The application-oriented talent target of [OT technology highly demands the practical ability of
embedded system. However, the content of embedded system 1s extensive and comprehensive, and
the basic requirements of software and hardware are higher, which brings a great challenge to
practice teaching about embedded system course. Therefore, it 1s very meaningful to carry out the
teaching research of embedded system course practice.

The Existing Problems about Embedded System Practical Courses

The application of embedded system is the emphasis, and the technique of computer application is
basis, hardware and software can be cut out. There is a pretty strict limit of reliability, cost, volume
and energy-consuming [2]. The current microelectronics technology and its development makes the
embedded CPU chip with a stronger processing ability and more basic interface. which has widely
used in industrial control, information appliances, communications equipment, medical equipment,
intelligent instrumentation and other fields [3-5]. Embedded system has wider range of knowledge,
higher comprehensive and stronger practical. Therefore, the embedded system of practical teaching
requirements are higher.

Currently, there are following problems existing when the IOT Engineering major offers the
practice teaching courses of embedded systems.

Inadequate Experimental Hours. Embedded system 1s a highly practical course. which
requires a lot of practice to assist learning, so that the student can apply the theory to practice
systematically and creatively. But now, there are still many colleges and universities put too much

Copyright © 2017, the Authors. Published by Atlantis Press. 106
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